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XSS (Cross-Site Scripting)
3 Anti Forgery
d Authentication & Authorization
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0 Tan cong website bang cadch nhing ma3 script vao
mot trang web cua site khac
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Website doi thu Website cong cong Hacker
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E R Truy cap trang web chira ma doc
website ddi thu
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AUTHENTICATION & AUTHORIZATION

ASPnet MVC5
P & Startup.Auth.cs

1 Kiém soat dang nhap Corieni

Controllers

. % ¢ R
D Klem Soat Val tro ﬂmECtrllecs

fonts

Models
P = AccountViewModels.cs
P & |dentityModels.cs

Change Authenticati

rcations that store user profiles in a 5CL Server
ase. Users can register, or sign in using their existing Scripts

() No Authentication P :EZ?;:S::;?;EZZEFI&GDK Twitter, Google, Microsoft, or Views
|
I i® |ndividual User Accuuntsl e Home

- Shared

() Organizational Accounts — + cshirml
_Layout.cshtm

i Windows Authentication
(21 Error.cshtml

@1 ViewStart.cshtml

¥_1 Web.config

favicon.ico
\QK | | Cancel | a_-g';:l Global.asax
= ¥_1 packages.config
",r,'_'l Project_Readme.html
c# Startup.cs
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Q Startup.Auth.cs:
= C4u hinh trang dang nhap va cadc nguén dang nhap bén ngoai
Q AccountController.cs:
= Pinh nghia cdc action dang nhap, dang xuat, dang ky, doi mat khau
Q AccountViewModels.cs:
= Cac model budc dir lieéu vai giao dién
Q ldentityModels.cs:
= Model di¥ lieu security nhu User, Role, UserInRoles
a Account/*.cshtml:
»= cac view lién quan dén cac action trong AccountController
Q Shared/ LoginPartial.cshtml:
= view thanh phan nhdng vao layout
Q Web.config:
» chira khai bao chudi két ndi dén CSDL
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Budc phai dang nhap mai si dung cac
action cta controller nay

[Authorize]

public class AccountController : Controller : DU

{ DbContext lam viéc voi
public AccountController() CSDL thanh vién

: this(new UserManager<ApplicationUser>(

new UserStore<ApplicationUser>(NEW Appl icationDbContext ( ))))
{
}

public AccountController(UserManager<ApplicationUser> userManager)

{ S&r dung dé quan ly

thanh vién

USE r‘Manage r - userManager;
}

public UserManager<ApplicationUser> User‘Manager‘ { get; private set; }

wCa ti a ma hdo tro khac.. . : 2 A
\ cdc action va méd ho tro khac Cac action duoc bdo vé



- REGISTER ACTION
ASPnet Mvc5

User name

Cho phép goi luc

P d
chua dang nhap asswor

1
/ Confirm password
!
[/ GET: /Acqount/Register
[AllowAnohymous ] Register

public ActionResult Register().. ,

//

// POST: /Account/Regi¢ Chong dang ky

[HEtpPost] gla mao Thong tin thanh
[AllowAnonymous ]

i i vién dang ky
[ValidateAntiForgeryToken]
public async Task<ActionResult> Register(RegisterViewModel model)..




. LOGIN ACTION
ASPnet 1//C -

User name

1

— ] Remember me? -
//
// GET: /Account/Login Log in
[AllowAnonymous]
public ActionResult Login(string returnUrl)
/!
// POST: /Account/Login 2
[HttpPost] —
[AllowAnonymous]
[ValidateAntiForgeryToken]

public async Task<ActionResult> Login(LoginViewModel model, string returnUrl)




K&pnet M\/C5 SXTERNAL ACCOUNT

Use a local account to log in. Use another service to log in.
|———————————— =
User jThere are no external authentication
name iservices configured. See this arlicle for
|details on setting up this ASP.NET I
Password lapplication to support logging invia )

lexternal services. [

app.UseFacebuukﬂuthenticatiﬁh(
appId: "1467885686787500",

appSecret: "157fcaé8bade34ffc50ef2da294362e8");

app.UseGoogleAuthentication(); Use another s

ervice to log in.

User | | Google Facebook
name L

Password

[ Remember me?

Log in




- CHANGE PASSWORD & LOGCOFF
ASPnet 1//C - -

I/ Current password
// POST: /Account/LogOff

[HttpPost]
[ValidateAntiForgeryToken]
public ActionResult LogOff()

New password

Confirm new password

1
,f",f" \’\ Change password
// GET: /Account/Manage /
public ActionResult Manage(ManageMessageld? message)
//
// POST: [Account/Manage
[HttpPost]

[ValidateAntiForgeryToken]
public async Task<ActionResult> Manage(ManageUserViewModel model)
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M6 hinh CSDL security
d ApplicationUser thong tin thanh vién

- ApplicationDbContext Ia DbContext lam viéc vOi
CSDL théng qua két ndi DefaultConnection duwoc

khai trong Web.config.

public class ApplicationUser : IdentityUser
{
}

public class ApplicationDbContext : IdentityDbContext<ApplicationUser>»

{
}

public ApplicationDbContext(): base("DefaultConnection™){}
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AspNetRoles AspNetlserlLogins
¥ Id % Userld
Mame % LoginProvider
AspNetUsers % Providerkey
5 7 1
L UserMame

PasswordHash i
_ AspNetUserClaims
AspNetUserRoles e or SecurityStamp d

¥ Id
¥ Userld Discriminator )
2 Roleld ClaimType
Claimvalue

User_Id

Bang M6 ta Thuc thé
AspNetUsers Quan ly thong tin thanh vién |dentityUser
AspNetRoles Quan ly vai tro |dentityRole
AspNetUserRoles | Phan quyén — user nao cé vai tro gi |dentityUserRole
AppNetUserLogins | Thong tin thém cua tai khoan ngoai |dentityUserLogin
AspNetUserClaims | Thdng tin thém cua tai khoan Active Directory| IdentityUserClaim




Phwong thire/Thudc tinh Mé ta

Id: string M3 chudi tw ting
UserName: string Tén dang nhap

Email: string Email

PhoneNumber: string 50 dién thoai

Roles: ICollection<IdentitylUserRole> | Danh sach roles cia user

T

Thudctinh/Phwongthire | Mo ta

Userld Mathanh vién

Roleld Ma vai tro

l

Thudc tinh Mo ta
Id: string Ma vai tro
Name: string Ténvaitro
Users: ICollection<ldentityUserRole> | Danhsach userthudc vai tro nay
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dldentityDbContext
w=.Quan ly CSDL thanh vién

d UserManager<ldentityUser>
w=.Quan ly thanh vién

d RoleManager<ldentityRole>
w=.Quan ly vai tro

A lAuthenticationManager

= Thoéng bdo cho hé théng vé viéc dang nhap va dang
xuat cla thanh vién



- DB = new ldentityDbContext()
= Tao DbContext

d UM = new UserManager<ldentityUser>(new
UserStore<ldentityUser>(db))
= Tao UserManager

d RM = new RoleManager<ldentityRole>(new
RoleStore<ldentityRole>(db))
= Tao RoleManager

AU = HttpContext.GetOwinContext().Authentication
= Lay athenticate



Migrosoft
° ViV

1 Cac thao tac quan ly thanh vién dang nhap

Phwong thirc/Thudctinh | Mo ta

Users Danh sach thanh vién

Create() Tao thanh vién mdi

Delete() Xoa thanh vién

Update() Cap nhat théng tin thanh vién

Find() Tim theo thdngtin dang nhap (username, password)
FindByld() Tim theo ma

FindByEmail()

Tim theo email

FindByMName()

Tim theo username

ChangePassword() Pai mat khau

AddPassword() Cap mat khau mdi

RemowvePassword() ¥oa mat khau

Createldentity() Tao mot Claimldentity k&t hop véi mot user
GetRoles() Lay danh sach vai tro cia mot user

AddToRole()

Thém vai tro cho 1 user

RemoveFromRole()

¥oa vaitro khoi 1l user

IsUserinRole()

Kiem tra mot vai tro ciia mot user
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1 Cac thao tac quan ly vai tro thanh vién

Thudc tinh/Phirerng thire Md ta

Roles Danh sach vaitro

Create(), CreateAsync() Tao vai tro mai

Delete(), DeleteAsyn() X0avaitro

Update(), UpdateAsync() Cap nhat vaitro

FindByld(), FindByldAsync() Tim vai tro theo ma
FindByName(), FindByNameAsynd) | Tim vai tro theo ten
RoleExists(), RoleExistsAsync() | Kiém tra sw ton tai cla vaitro
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aThao tac chinh cua IAuthenticationManager

Thudc tinh/Phwong thire

Mo ta

Signin()

Thong bao dang nhap dén hé thdng

SignOut()

Thong bao dang xuat dén hé thdng

GetExternalLogininfoAsynd)

Lay thdng tin dang nhap bén ngoai
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Mo rong thong tin nguoi dung
Q Kich hoat tai khoan qua email
2 Quén mat khau

d ApplicationUser CRUD



K&t 1 5 MO RONG THONG TIN THARNEM VIEN

User name nnghiem
Password @ sssscee
Confirm password = =sssse--
FhoneNumber a4913745789
Email nghiemnO4@gmail com
Full name Mguyén MNghié&m
FPhoto nghiemn_qif

Reqgister
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public class ApplicationUser :

IdentityUser

L

{
[StringlLength(50), Required]
public string FullName { get; set; }
[StringLength(50)]
public string Photo { get; set; }
public bool Activated { get; set; }
}
var user = new ApplicationUser()

{

¥

var result =

UserName = model.UserName,

Email - model. Email,
FullName -
PhoneNumber -
Photo=model.Photo

model.FullName,

Column Mame

Id

FullName

Photo

Email
EmailConfirmed
PasswordHash
SecurityStamp
PhoneMNumber
PhoneMumberConfirmed
TwoFactorEnabled
LockoutEndDatelUtc
LockoutEnabled
AccessFailedCount

UserMame

SONGLONG.MvcSA...dbo. AspNetUsers

Data Type

nvarchar{128)

rvarchar(50)
rvarchar{50)
rvarchar(256)
bit
rvarchar(Max)
rvarchar (MAX)
rvarchar(Max)
hit

bit

datetime

bit

int
nvarchar{258)

Allow Mulls

ODUOORKODMRRDORRDO

model . PhoneNumber,

await UserManager.CreateAsync(user, model.Password);
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CH HOAT TAI KHOAN QUA EMAIL

User name nnghiem
Password @ sssessss
Confirm password | =sseeeee
User name
PhoneNumber 84913745780
Email nghiemn04@gmail.com
Password
Full name Nguyén Nghiém
Photo nghiemn.gif L] Remember me?
Register Log in

Inbox Web Master <kentphpl1@gmail com:=

Starred to me [~

Activate
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1. Dang ky

UserManager .CreateAsync(user, model.Password);

12. GUi mail
XMail.Send(nusmhmcn body);

3. Kich hoat |

var user = UserManager.FindByName(userName);

user.Activated = true;

UserManager.Update(user);

if (user.Activated) -
{

await SignInAsync(user, model.RememberMe);

return RedirectToLocal(returnUrl);
}
else
{

ModelState.AddModelError("", "The account hasn’t been activated !");
}




ASPnet MVC5

NHAN LAT MAT KHAU

=

User Name nnghiem2015

Email Registered nghiemn@fpt edu.vn

et Password

var token = Guid.NewGuid().ToString();
xMail.Send(to, subject,token);

UserManager.RemovePassword(user.1d);
UserManager . AddPassword(user.Id, token);

Ma token

4

i

User Name nnghiem2015

Reset Token 96bd1d4d-4204-4b27-be1b-6b04146f7E

MNew Password

onfirm Password

Reset Password

UserManager.Cha ngePasswo rd(user.Id, token, newPassword);
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Upsates
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s
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s

serManager.Users

serManager.Create(user, pwd)

serManager.FindByName(id);

serManager.Update(user)

serManager.Delete(user)

User Name
iththao

nnghiem2015

User List

Password

rrrrrrrrrr

llllllllll

Full Name

L& Thi Hrong Thao

Nguyen Nghiém

Email
lycato@gmail. com

nghiemn@fpt edu.vn

Phone Number Photo Activated?
0918355888 Mo
84913745789 nghiemn.gif  Yes
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Role Edition Role List

57Tol4Bel-055a-dede-8156-82a0d95b4e01 Adminisirator Edit

M&T&0bE-3031-42ea-9505-9D01dbETdcESC User Edit

Rode Edtiticn Role List
=] Pl - |
— eddaEalsS-feS53-A40bh-Uhc T-2 24 BEEa 05N

Role= HName

nsert Update Deedeis MNew

— /
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User Name Full Name Roles
lththao | € Thi Hrong Thao Administrator ¥ User
nnghiem2015 Nguyén Nghiém Y Administrator [ /User
3 Khai bao
= [Authorize(Roles = "Administrator, User")]

™=
™=

Authorize(Users = "nnghiem?2015, Iththao")]

Authorize(Users = “Iththao", Roles="User")]

d Lap trinh
= User.IsInRole(role)
= User.ldentity.Name
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KIEM SOAT CHUC NANG

{

if (User.IsInRole("Director™))

// €éng viéc clha giam déc Khe

i bao the Us
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[Authorize]

public class CRUDController : Controller

{
public ActionResult Index(){..}
public ActionResult Insert(model){..}
public ActionResult Update(model){..}
public ActionResult Edit(id){..}

[Authorize(Roles="Admin", Users="vip")]
public ActionResult Delete(id){..}
1

if (User.Identity.Name ==
{

wn
(D

\

—

h
Lap trinh theo Use

"ﬂghiemn") /

// Cong viéc cua tai khoan nghiemn




